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- [Molol eipaote
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tou “Safer Internet Programme”

o OkTWBploc 2005 - Emionpo pEAOC TOU
IHNOPE
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EAANVIKO AEVTPO
“ INHOPE (www.inhope.org)

o [Taykooplog 2UvOECHOC AVOLKTWY
[pappwv KatayyeAiag

e 36 Avoikteg pappec KatayyeAlwy oe 31
XWPEC
-29 otnv Eupwtn
-7 o€ Apepikn, Aola, Auoctpalia

www.safeline.gr i G iy
Euvpwnaikng Enttponng




- Napdvouo mePIEXOUEVO

o [Maldikn mopvoypawia, ceEOUAALKN TTAPEVOXANGN
« [lpoTpOTI O€ autoKTtovia
o Patolopog, EevowoBia, Tpopokpartia
o OIKOVOUIKO EYKANUA, ATTATEC
o [MapaBiaon:
-MpoocwmKWV AcdoPEVWV
-Mveupatikng Idloktnolag
-ATmoppnNTou TwWV EmMKolvwviwy
e Hacking, Cracking
o Ek@oBlopocg
o EEUBplON, ZuKoWavTtikn Auopnuion

» @ internef’

A/ ' - Ynoé tnv ayida tng
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safeliine!

EAANVIKO AEVTPO
Ac@alouc AwadilkTUou

- Tpomol katayyeAiag

0 .
mo . THPILZO '@' internet.

o MEC0W TNC NAEKTPOVIKNG POPHAC TNC LOTOCEAIDAC
(www.safeline.gr/report)

e Meow e-mail otn dievbuvon report@safeline.gr

o TnAepwvika oto 2810-391615

e« MECW SMS ATO KIvNTO odc TNAEPWVO.
(ypapovtac “Safeline”, apnvovtac
KEVO, EICAYETE TNV KaAtayyeAia oac Kail
anootoAn oto 54260)
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http://www.safeline.gr/report
mailto:report@safeline.gr

Aogaove Agdiktiou |
’ . e ETHPLZE <@ erinternef
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SafeL)me 2

A£OPOC TPOC EGC: : o’.o' ‘ H Safeline oAokAjpwae emmmuxwe Tov EKTo XpOvo AEmoupyiag TG.
e ,:,, AiaBdoTe oxenkd pe ™ Asmoupyia Kai NI dpaompPIGTNTEG TG OTNV
safeL}Le /- | evnuepwyévn ETOIC GVAQOPG.
H Safeline cuvepyaZeTan pe :

T0 TTPO L ETTI ne
Kettaammal 1 )\yoopioare o SafeLine

. N )

@ internet H Safeline eival pia Avoikti pappny (HotLine) trou O€xetal Katayyelieg yio
dIKTUCKOUG TOTTOUG (Websites) fi utinpeadieg vEwv (newsgroups) TTou £0ei¢ Bprikare
o010 AladIKTUO KOl TIEPIEXOUV:

iuupmxouv ol
® £IKOVEC KOKOUETUYEIPIONG TwV TTCIdILY, OTTOUBNTTOTE OTOV KOOUO

® POTOIOTIKG KOl £EEVOQOPIKG TTEPIEXOUEVO TTOU, KOTG TNV GTTOWR 0OC¢, TTapafaivel
™v FAAnwvikA vniinBAserin

. Ynoé tnv atyida tng
www.safeline.gr Eupuonatiic EnTponfe




A£0P6E TTPOC EPGC:

®
safeLm To EMnviké Opyavo AutoppuBuiong yia 1o lNepiexdpevo Tou Ivrepver, dEXETAI,

eTreCepyaleTal, Kal TTpowBei KatGANAa TiC KaTayyeNiEC TTOU E0EIC KOTABETETE.
H SafeLine ouvepyaleral pe REPYACERT, P " S WYEAES S

TO TTPOYPAUPIA ETTIVVWOTC: Edv éxeTe KATTOIO GTTOPIC OXETIKA WE TNV KATABECT TWV KATAYYEAIWY, UTTOPEITE VA
ot ' OlaBdoere myv evomnra "Mwg va kdvere uia karayyehia” f va avatpégere oTig
@ infernet ouvwBac spwmosic & amavingsic. Mmopeite emion¢ va diaBdoere v evomTa

"EncEepyaoia  karayyeNwy' yia vo paBete Twg yivetal n emmegepydleTal Twv
KaTayyeAIV TTOU £0EIC KATABETETE.

EAESTE TOV TUTTO TOU TTEPIEXOUEVOU TTOU ETTIBUUEITE VA KATAYYEIAETE:

o AkTuako 16110 (Website)
o Ymnpeoia véwv (Newsgroup)

o Aiktuo P2P (Peer To Peer) eDonkey

AL I

Q Internet
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 Acoyiog Tpog edc:

H SafeLine ouvepyagstai ps 10
TpGypappa Emiyvwong:

‘@' - rinternet

AnpioupynBnke amo 1o £pyo
NetWatch. Zupperéyouy ol:

Luyypnparodomon:
L4

.
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MékocTou:

e —

KarayyeAia Siktuakou 101T0U

MNopakahoUpe oUPTTANPWOTE Ta aTrapaiTnTa wedia, Ta oTToia EMTIONUAiVOVTC
pe évav KOKKIVO coTepioko (*). Av dev dwBolv OwoTd TO OTOIXEIC, WE
arrotéAegpa va pnv eivar duvardy va emmaAnBeutel n Katayyehia, 16t aut Ba
QTTOPPITITETA.

Emonucivoupe TTw¢ n ouptmApwaon Twv TIPOCWITIKWY 0C¢ OTOIKEIWY Eival
mpoalpeTIKA. Q¢ eKTOUTOU, N KaTayyeAia gag Ba TApAMEIVEI AVWVUHN EKTOC
Kal av eoegi¢ emBupeite 1o avtiBeto. Kard my utooAr) me Karayyeiag oag armd
m @épua aum, n Safeline Sev karaypd@el Kavéva emITTAéOV aToIxEiO (OTTWC
.. TV IP diebBuvan oac) TIEPAV aUTWV TTOU E0EIC CUMTTANPWOCITE.

Aikruakog Totrog (Website)

AigtBuvon (URL)*
http:/fwww...

Mepieydpevo™ Taidikr Topvoypagia v

Huepopnvia
HH/MWEEEE

PN

Mpogwmikda aToIXEl
{Mpoaipenxa)
.

— -

Ovopa

Emwvupo

| i |
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KAnpwenke

0 Internet | MpooToTeupévn kataoTaon Asttoupyiag: Evepyn

%, 100°
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Napakoiodps cupTmAnpuoTe Ta omapaitnTa wedio, Ta oToia eTonuaivovTal e
gvav Kokkivo aoTepioko (%) Av Gev Swbolv cwoTd Ta oTorgeia, e aToTEAETHO VT
pry efvan Buvardy v eTrahnBeutein katoyyehia, ToTe auTr Ba aTroppiTTeTal.

Kormyyehia pe SMS

.
Sﬂf&Lm Emonuaivoups Twe n oupTrAfpwon Twy TTPOCWITIKWY TO¢ OTOIEwy il
H SafeLine ouvepyGLeTal pe mpowpeTIK. (¢ skTodTou, n katayyehio ocog B TTapapEivel avuwvUpn EKTOE Kal
To TGy pappa ST wong: av easi¢ emBupeite To avtiBeTo. Kard v utrofoln Tng KoTayyshiag oag ad )
Wy . poppa auth, N Safeline dev kaTaypdgs Kaviva EMITTALOY OTOIYEIO (OTTWE T
@ internet myvIPBizibuvon oac) Tépav QUTWY TTau S0Eic TUPTTANPUOTTE.

MixTuakog Tomog (Website)
LugtBuvarn (URL)

i

|'.wm.sa'éli1agr

MNepleydpevo® BiofKTUaKS) OTTam
Hyepopnvia 1041072008
HHMMEEEE

LTnv mopormioss
LOToOoEAL B vmdpy el .- .

Zyoha

MNpoowmkd oToIxEio
M=empETId)

Opa | |

Emunupo | |

E-mail | |

Migdfuvan | |

MaAn | |

b'.}pt_'[ | Greece, Hellenic Republic W
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File Edit Yiew Fawarites Tools  Help
£7 windows Live E - Tiwéo undpysl  Mpagpih AlANhoypadqia
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v| Search 1|P Z POFCreatar =+ Oplions -

i:? ke [ '-1 Enimuiric anoamoir] KaTayyaniag I l

Do Toypapicg

Huzpahdyio

Koy o

H xotayyeiio coc KaToyopOnke pe emroyia
To oroyreie T QOpLLeS ToL CULTANpobKay etvin T edng

o urlhttp:www safeline gr/

e date:2008-10-10

¢ comments: ETNV TUpeTove LGTOGEALS LITdpyEL-
« content type:19

city:
first_name:
last_name:
phone:
address:
email:

AUTOPOT EMUTTPOQ TTIY TPOTYOULLEW TEAIDN T8 Ssec..

A1) c0TOLETT EMIGTROOT 58 LEITOUPYTOEL, KAVTE 1AW 2560 Y10 ETITTPOOT.



# 7 ukowpavTikn duosgpnunon - Mavupa

: Apyeio Eneepyacia MpoPody Ewooywy Moppr Epyoheia Mivakog MopdBupo  BoBaa

Ef‘, MzraPaon oro Office Live | Ayorypa ~ | AnoBrjkzuan - !

ictavooron | ) - By B 1 8| ¢S] Aemoic.. o[ime
L Mpoc... report@safeline.ar
L Karv...
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- Awadikacia sme€epyaciac

o Kataxwpnon URL, NewsGroup
o Autopatn kataxwpnon otn dB
« EmaAnBeuon meplexopévou
o AveUpeon IP dievBuvong, ISP & Xwpag
o [powbnon EAAAZ / Hotline / EuroPol-InterPol
-Apxn Mpootaociag MpoowmKwy AsdOPEVWY
-Apxni Alac@AAIoNg Tou ATOPPATOU TWV ETTIKOLVWVLIWYV
o Evnuépwon KatayyEAoviog

o Jtatlotika INHOPE / pynva

: : Yné tnv ayida tng
www.safeline.gi Eupwnaikae Enrponti




EAANVIKO KEVTPO

Neprypawn ene€epyaociac ™~

0 xpnotng svromilel mapavouo
mePLEXOpEVO 0To Aladiktuo
Kal To KatayyEAAeL otn
SafeLine.

H SafeLine AapBavel Tnv
KatayyeAia kat mpoonabei va

e€akplBwoel av 1o
TMEPLEXOHPEVO TNG Eival OVIWG
mapavoyo.

H SafeLinl'-:‘ AapBavel my , H SafeLine dev evromilet
KatayyeAia kat mpoomadei va TOPEVORO VAIKS KL 1
EgaKp@onl avto , Kotayyehio amoppintetal.
TEPLEXOPUEVO TNG Elval OVTIWG
mapavoyo.
Edv to vAiko npoépxa‘.rm oo Edv 10 TepiexdueEvo TpopyeTon Edv dev vmdpyet Avoryt
v EXAGda, n SafeLine and 10 eEOTEPKO, EVNUEPDVETOL Fpoppn ot ydpa mpogrevong,
evnpepdver v Exdnvici n avtictoym Avorxry [papp evnuepdvetar n Exinvich
\ AGTI)VO}J.{U.. mg x(bpqg npoé}guo—ng, AG‘FDVOLL{(I.
: I
| H EXnvikr; Actovopiio
TPOYMPAEL GE EVEPYELES H EMinvic) Actovopia
EVTOTIGHOV TOV OpUCTMV. evnuepdvel v Interpol.
\

: Yno tnv atyida tng
www.safeline.gr Eupenatkis Entrponiic




EAANVIKO KEVTPO

Aoc@alouc AladikTuou

[MolviKEC pUBHICEIC

e 348A MN.K., Naidikn Mopvoypapia

e 337 map. 3 kat 4 M.K., NpocBoAn
vevetnolag aflompemelac (+Kv. TnA. )

e 348B .K., NpoceAkuon matdiwy yia
vevetnoloug Aoyouc (Grooming)

e N. 3666/2008, Apon Tou ATTOPPNTOU Yid
maldlkn mopvoypapia

Ynoé tnv ayida tng

www.safeline.gr S .
> Evupwnaikng Enttponnig




EAANVIKO AKEVTPO

2003 2004

2006 2007 2008 2009

2005

. Ynoé tnv atyida tng
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EAANVIKO AKEVTPO

paAouc AladlkTuou

. »
ol THPLZS s@!erinternetg

. [lapavopo MEPLEXOUEVO

MapaBiacn Atroppritou 6%

ESuBpion 6%
ParoioTtiké mrepiexopevo 5%
Mveuparikd Aikaiwpara 2%

Mpoowrtrika Aedopéva 20%

Spam-Phishing 16%

JATTEIAN 1%

Maidikn MNopvoypagia 15%

Oikovopikég Atrareg 29%

. Ynoé tnv atyida tng
www.safeline.gr Eupunatrhc Enfrpontic -




Aogarone Adicriou
e ETHPLZS @ - internef.
2uotnuata Kotvwvikng Athuwong (1

80% AAAeC 10TOOEANIDEC

20% Koivuvika AikTua

. Ynoé tnv atyida tng
www.safeline.gr Eupenatic Enirponte




EAANVIKO KEVTPO

paAouc AladlKkTuou

. THPLZO @ internet’

“Zuotnpata Kolvwvikng Athuwcng (2

4% Hi5
90% Facebook 2% Youtube

4% My Space

: Yné tnv ayida tng
www.safeline.gr Eupenatkis Entrponiic




EAANVIKO AEVTPO
Ac@alouc AladlKkTUou

internet

Tuothpata Kotvwvikic Aiktuwonc (3!

SNS —— Tlap. MNpocwmKwyv AsdoPEVWY

O\

Map. Amoppntou EmKolvwviwy

E€uBpion/Zuk. Aucnunon

[TpOTPOTI OE AUTOKTOViA

. ; Yné tnv ayida tng
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EAANVIKO AEVTPO

paAouc AladlkTuou

PaZO @ internet’

" AUENON EMWVUUWY KATAYYEALWV

o 20% KatayyeAleg pEcw e-mail
o 40% ETWVUHEC KATAYYEALEC

Jupmepaopa! Evioxuon tng epmotoouvng

: £ Yné tnv atyida tng
www.safeline.gi roun ke Eniroond

Eupwnaiking Entrponrig
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rWorking to make the

internet a safer place r ;

About Us  The Problem Internet Hotlines Qur Partners

Home = klLogIn

Welcome to INHOPE

INHOFE is the International Association of Internet Hotlines and was founded in 1999 under the EC Safer Internet Action Search |
Ower the last decade the Internet has changed the way we communicate, the way we do business and ultimately the way

we live.

Unfortunately, there is alzo a downside to the Internet and the last number of years has seen an increase in ll=gz

content online.

INHOPE represents Internet Hotlines all over the world, supporting them in their aim to respond to reports of illegal

content to make the Internet safer. Click here to find out more about INHOPE

To find out more about the important part Hotlines play in eliminating illegal content on the internet click here i L

INHOPE publish Global Internet Trend Report. It is a landmark
publication for policy makers, governments and Industry. Findings
conclude a global increase in child pornography on the Internet. &

| staggering 9,600 confirmed reports of child pornography processed
{ per month. Click report { 750kb, pdf) to download.
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INHOPE
International Association of Internet Hotlines

2007 Global Internet Trend Report

Trends associated with Illegal Contant on the Internet based on the
experiences of the INHOPE International Metwork of Internet Hotlines

September 2004 - December 2006

_reated by INHOPE, External Services Task Eroup
Date: september 2007
Authors: Mr. Cormac Callanan INHOPE
Dr. Mikos. P. Frydas President Salenat
% INHOFE 2007 -




Screen 1 af 2 | Screen 2 of 2

Concept Pa
INHOPE URL Database
the datal
The INHO e Secul
(1/11/2008
The INHOPE URL Database is a project aligned to the INHOFE V contract

Objective : :
SEEE(1M11/2008 — 31/10/2009). The project is funded 100% by the EC.
The databa
law enforcement to target resources more effectively. Information collated from o
the INHOPE URL Database will allow INHOPE to provide it's stakeholders with Timeline
detailed and current statistics, trends on the movement and proliferation of images _ _ _ _
of child sexual abuse. These statistics will augment the statistics provided but other The project is aligned with the INHOPE V contract and therefore st
members of the association not involved in the project. completion is within this period. Project is to be operational by T10 (August 2C
Project Plan Conclusien
1. Recruitment of a dedicated member of staff to be responsible for the To ensure completion of the project within the set timelines several project
development and administration of the database. are to be address simultaneously. There is flexibility within several areas

project and ‘added wvalue’ to participating hotlines will be an integral part
2. Initial software specifications are currently being developed. Data proposed to development. Continued development of the system will enable partici
populate the database includes: hotlines to produce national statistics inline with those of INHOPE.

Processed URL
Processed URL Redirector
Website Name
Category (Child Abuse)
Action Type (YYPVIPA/Site Down/PliTransfer)
Content type (PPV site, Forum, Image hosting site etc)

URL Country

MNet name Adrian Dwyer

Age Group Hotline Membership Coordinator
MNo. of Images 24/10/2008

Gender

Analyst Comments
Reported to LEA (Yes/No)
Date

Reported to ISP (Yes/No)
Date




EAANVIKO AEVTPO
Ac@alouc AladikTUuou

. -
HPLZS @ internet.

" Angbeioeg katayyeAieg (INHOPE)

Auyouctog 2008 pe louAio 2009

Total reports received (EXT)

1%

‘l llegal ® Spam B Other & Queries | Outside‘

‘ L Yno tnv atyida tng
\
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EAANVIKO AEVTPO

paAouc AladlkTuou

o ETHPLZS @ 2 internef’

" Mapdavopo meptexopevo (INHOPE)

Auyouotog 2008 pe louAlo 2009

lllegal conten

2% 204

B CP m Other mPorn m Extreme ®m Racism M Other illegal

: £ Yné tnv atyida tng
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EAANVIKO KEVTPO

. .
o ETHPLZS @ - internef.

o EAANVIKO Opyavo AutoppuBuioncg yia to lMNeplexopevo
oto Ivtepvet, www.safenet.org.gr

. Yné tnv ayida tng
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http://www.ics.forth.gr/
http://www.safenet.org.gr/

EAANVIKO AEVTPO

paAouc AtadikTtUou

Euxapiotw moAU yia tTnv mpoooxn oac!

MeATivn XplotodouAdkn
YmevuOuvn Emkowvwviac SafeLine
1dpupa TexvoAoylac kat ‘Epeuvac

lvotitouto MANpowpopIkng
meltini@safeline.gr
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